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Home > EndpointZone
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E L L Azure Active Dire: Endpc Azure Active Directory
9 « L Download devices (Preview) () Refresh | == Columns Preview features
O AL E ; O Aq D I E A A 7 0 overview CH Al devices
- = L b 1 B creview features % Device settings € This page includes previews available for your evaluation. View previews —
E. O I E u H O I o K Diagnose and solve problems @ Enterprise State Roaming X
E _I_ _I_ =T AA You can use the activity timestamp to efficiently manage stale devices in your envirenment. Learn more '
Manage ﬁ BitLocker keys (Preview)
% O Search name or device o + -
& Users A Diagnose and solve problems ‘ £ Search by name or device ID or S Add filters
F E
I:ﬁ E O o I A I-I . Name Enabled os Version Join Type Owner
E - D o a& Groups Activity
" i 2 il v
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7000003 i .0.19042 ybri re AD joi.. N/,
E = S Administrative units [ & epzoooo O Yes Windows 100.19042.928 Hybrid Azure AD joi...  N/A

Troubleshooting + Support

— ) O erzcmot © Yes Windows 10.0.17763.0 Hybrid Azure AD joi...  N/A
2 o % Enterprise applications yl j

44 New support request
- = I AN O OB Devices [] BB test's MacBook P.. @ Yes MacMDM 10.15.6 (19G2021) Azure AD registered  Danny Guillory Jr (A..

B, App registrations [] B karchan-coman2 @ Yes Windows 10.0.19043.1052 Azure AD joined Glaeser Chan
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—4— 3 | - [] @ iphone @ Yes i0s 133 Azure AD registered  None
E% Application proxy

E H O A O | Licenses [J S scasm3s O Yes Windows 10.0.19042.1052 Azure AD joined Danny Guill
] 5€5
[J O dar ; @ Yes AndroidFarWork 1.0 Y G. G

ygu_Androi... Azure AD registered Danny G. Guillory
B Azure AD Connect £l Y

: [ B sennifer's iPad @ Yes IPad 1442 Azure AD registered  Jennifer Spencer
&=l Custom domain names

- O I I E_ E Ol o 2 Mobility (VDM and MAM) [] CH LAPTOP-SILIDIF4 @ Yes Windows 10.0.16299.309 Azure AD joined Danny Guillory Jr (A..
L O Az u re A D | L [ B irad @ Yes IPad 1334 Azure AD registered  None

Password reset
D &1 EPZ000001 O Yes Windows 10.0.19042.985 Azure AD joined Danny G. Guillory
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File  Action

|

View Help

|| @ &=

| File History
_| Find My Device

Handwriting

| HomeGroup
| Human Prezence

| Internet Explorer

Internet Information Services
Location and Sensors

| Maintenance Scheduler

Maps
MDM
Messaging

| Microsoft account

| Microsoft Defender Antivirus

| Microsoft Defender Application Guard
_| Microsoft Defender Exploit Guard

| Microsoft Edge

Microsoft Secondary Authentication Fact

| Microsoft User Experience Virtualization
| NetMeeting
| OneDrive

Online Assistance
O0BE

_| Portable Operating System

| Presentation Settings

Push Ta Install

| Remote Desktop Services

| RSS5Feeds

| Search
< >
2 setting(s)

Enable automatic MDM enrollment
using default Azure AD credentials

Edit pelicy setting

MDM

Setting

Requirem ents:

Enable automatic MDM enrollment using default Azure AD ...
Disable MDM Enroliment

State
Mot configured
Not configured

At lea

Descrig

wheth
the dey
Manag
config
Direct

enroll

device
the M

be regi
enroll

policy
enroll

setting,
enroll
SErvice|

\ Exten

i E} Enable automatic MDM enrcliment using default Azure AD credentials

g..

Next Setting

At least Windows 10

() Not Configured Comment:
(®) Enabled
(O Disabled
Supported on:
Options:

Help:

Select Credential Type to Use:

User Credential ~

i| MDM Application ID:

|XXXXXXXXXXXXXXX

MDM Application ID represents the ID of your MDM
application that is configured in Azure AD. Thisis
opticnal and only required for automatic MDM
enrollment using device credentials when multiple
MDM applications are configured in Azure AD.

This policy setting specifies whether to automatically
enroll the device to the Mobile Device Management (MDM)
service configured in Azure Active Directory (Azure AD). If the
enrollment is successful, the device will remotely managed by
the MDM service.

Important: The device must be registered in Azure AD for
enrollment to succeed.

If you do not cenfigure this policy setting, automatic
MDM enrollment will not be initiated.

If you enable this policy setting, a task is created to initiate
enrollment of the device to MOM service specified in the Azure

AD.

If you disable this policy setting, MDM will be unenrolled.

Apply

v
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| Default Settings

IT E_I xf% -?-I -6|-_} OI xn-l Background Intelligent Transfer Default Settings

Client Cache Settings

— x X . —
El I:I |- O | A | 9 I E A| 1L E | O'I X-I Client Palicy I‘__ Specify settings that apply to all clients in the hierarchy. and can be modified by custom settings.

Cloud Services

- Compliance Settings
Ol‘ - _OI__” O'I 9" __lllll- EI_:I I_| OLl H-I E_l x-l E O'” OH A‘” A Computer Agent | Specify general settings for communication between server and client.

L—
Computer Restart E———
—_— ice ings
St xl DI i = E roy A 01 = Delivery Optimization — ) .
= o — = o O —H —_ y JDepIofrnent deadline greaterthan |43 =
Endpoint Protection [V 24 hours, remind user eveny
Enroll fhours)
R nrollment )
O AL i O T1 Deployment deadline less than 24 |4 B
OS XI LO B O = E— 7 O A|_ _I|;|- E— XI H '_ll'l_' Hardware Inventory hours, remind user every fhours)
Metered Internet Connections E:E!D:;Tneil:ﬁiiz?l:ar:reelrisl;ti:frltje;} 15 =
Power Management DeLaL_r;h ,ﬂ.pprliitca‘tion Catalog none) Set Website
Remaote Tools wehsile pol
aul plication Cat alog "
Add defautt Appl Catal No

I }ﬂ I } = O o} 0 I x-l Software Center website to Intemet Explorer trusted
— sites zone
Software Deployment
o E = pley Mlow Silverlight applications to Yes

Software Inventory run in elevated trust mode. More e
Q MA|EH AZEQ S MEHSH A Ol . iermation
|' X|'7|' X =2 L-——T = |__| 1= T AL software Metering Oraariati decloved _
20| CHOFSE AT E 00 Mzt AH|A FIEtE ] e Qs e
o Y {H| & 7HE 2 -
7| o | |- - L-———T = — — = State Messaging Use new Software Center fes R
7_' AH User and Device Affinity Enable communication with No -
O 1 Windows Diagnostic Data ﬁ?;.l;'jéﬁftamn Service. More
= C o xl A_I-l--l_l- E i (| |7 — 7:| A" X_l Useon-_premises_ Health Ma
—_— Attestation Service
El_l-E o afaied O E—| |_—|—A |_|-%|'O = O
Install permissions All users w
Suspend BitLocker PIN entry on Never -
restart
Additional softwane manages the Mo -

deployment of applications and

Cancel
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| 2 Productivity Score

i N G
Next Gen Endpoints A)‘ M_I CI"OSOft Identity
oy Endpoint Manager L4
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*(\/Q: Industry-leading Virtual & Physical r/'o
iy Endpoint Management ]
Intelligence Provisioning & Deployment Analytics
Mobile Management
Endpoint Analytics |
Workspaces (MTR) gg ,": O Security
£
| //
m 4 r _
M365 Apps & Edge -e Telemetry ”~ Compliance

HHFY HA3F X loT ™

2}

r
L

@

% @

B

b

ClEO|& S5/ 5 ofiAl

i

2 xte

Oi =2l o[ £

Ol E 2| Gl 24



DHf C|HpO| & el s}

MDM 7|29 2 Intune AFHR

Apple MDM FA| IS A 7|

AppleQ| C|HIO|A §& T2 AMS A8l £
Apple Business 7} &

8

(@)
T

Choose MDM Authority

Mobile Device Management
Authority

Choose whether Intune or Configuration
Manager is your mobile device management
authority.

Choose Intune as your MDM authority to
manage mobile devices with Microsoft Intune
only.

Choose Configuration Manager as your MDM
authority to manage mobile devices with System
Center Configuration Manager and Microsoft
Intune.

Mobile devices cannot be managed if an MDM
authority is not chosen.

Learn more about choosing your MDM Authority.
") Intune MDM Authority

Configuration Manager MDM Authornty

) Mone
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- your-domain.onmicrosoft.com

- AMEAHX|E E0{Ql O| F & StLt Of & (4:
Contoso.com) —|—7f(:r‘47“)

- Microsoft 365 £t2| L= 0| ALE X} X[
SOl O| & =7t

- A5 MDM s&(H) E=

« Azure AD Premiumj| Cl{st 2
[} 52 o9l C|H}jo|A

o/ X

2|3 CNAME &2

|r||

ﬂ Home

B4l Dashboard

= All services

% FAVORITES

N Devices

& Apps

L) Endpoint security
@ Reports

A& Users

& Groups

& Tenant administration

#4 Troubleshooting + support

Home > Tenant admin

Jj Tenant admin | Customization

‘;’ Search (Ctrl+/) | <

ik Tenznt status

> Microsoft Tunnel Gateway
& Connectors and tokens
B Filters (preview)

&, Roles

@ Azure AD Privileged Identity Man...

& Diagnostics settings

& Auditlogs

& Device diagnostics (preview)
End user experiences

Il customization

[l Custom notifications

[ Terms and conditions
Microsoft Managed Desktop

i= Tenant enrollment

Help and support

£ Help and support

Website URL

Additional information

Configuration

Device enrollment

statement URL

i05/iPad0s devices

Scope tags Edit

Default

Palicies

Create and assign a customization E|I
created. You can create a maximum of

Microsoft Endpoint Manager admin center
¢

Available, with prompts
hittp:/ fwww.microsoft.com

Default

n Default

No

t: select groups in your erganization, When assigned, this ty]
policies.
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https://techcommunity.microsoft.com/t5/security-compliance-and-identity/bg-p/MicrosoftSecurityandCompliance
https://docs.microsoft.com/azure/active-directory/
https://aka.ms/community/MEM
https://aka.ms/MEMblog
https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
https://techcommunity.microsoft.com/t5/configuration-manager-blog/bg-p/ConfigurationManagerBlog
https://docs.microsoft.com/mem/configmgr/
https://docs.microsoft.com/learn/paths/endpoint-manager-fundamentals/
https://docs.microsoft.com/learn/browse/?terms=configuration%20manager
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Specify information about this application

O
1. Configuration Manag

er _E_%O'HA-I iEE'?‘-“O'I EI'OIEE'I E-I S MName: |C|:|r|t|:us-:| Application
Of Z2|#|0] M 22| > o Z2|AH|0| M-S HEHSL|C} AFX} U Adminisietor comments:
152 Mefel Che RE ABXHS Metgi|ct
_ N Publisher: |C|:|rm:usn
= ®Hol HE7| 1=0AM of F2|A o] UF 7= HESLCE Software version: i
Of Z2| 70| DAL THE 7|2 Yk I O| X[ Of| A K] mHRI0f| A O] e |
OH%EI}H OIﬁO‘" EH ol_l- IC;IE xl‘% 7I:-I|*—IIII% Ad E—Il-I ol:ll- l—l E|'- Administrative categories: - Select
1. £8: Windows Installer(*.msi Tt) S MEioHL|C} hd
2. X AKX It Contoso.msil| Y XS YLSL|CHE=
7§<|' Ol—E J | % |A_-| E_||'| Z‘)’l- O:I —(r)-l Xl IA_'| E_||'|) Specify the installation program for this application and the required installation rghts.
4. ek @ H I O|X|0f| M Of Z2| A 0| H0f CHet =7t HEE HSE =+
ol A |_| E_|' Installation program: msiexec /i "Contoso.msi” /g | | Browse...
V=] .
5 AE'lxl EEJ%{ J%IEO-”A—I PCO'” OH%E'}”O'A&% )élxl-é-l'f |:-” A'._g_'cg- [] Run installation program as 32-bit process on G4-bit clients.
A BEES XL o,
Install behavior: Install for system if resource is device; otherwise install for user
6. CtE= MEigrL|Ct 29F I|O[X[0f| A Of F2[#|0|Hd & Z =olst
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Network (WinPE-WDS-Tools) 0.81
Serntinn (Win PE-W MY RR7 »

Specify optional component ava
components will increase the ovel

Components:

ilable for Windows PE that you would like to add to the boot image. Additional
rall size of the boot image.

x

Fiter...

Component

Size (MB)

There are noitems to show in this view,




Configuration ManagerS A8 50 Windows 10 HY %£: 2~ 7}

Hi 2= 7149 8 4 Configuration Manager & 1{ &.7|
Os 0| 0] X]| 24 HA& Hagol= ClHio| & 3! =E2}0|H AZESL o Aol E A =M
Windows O|O| & (WIM) aidl HiZ 5@l 2 % |X1| AT ELQ0 YOOEE Configuration
o gAlof MEE =3 MLl A 27 o|ol x| o |Hf |~E FHdtn Feo|HE Managere= 2% =ME
HITE|Of SO H|H 2 o Erelie] PN H’é;F AFHO HE85t= At+E5HG 9*x‘||0| ien
Sl= _ N ZIZE{0f C|HIO|A ol atg|E 4 Q= A= 3)s 2= 9l 1 AR X
DTUNITNE  owmeasse  Broddies dtzsdiess  iesesanus
otg d985t= o 2ast C|HFO| A0 HE ek ~ae -5 H = A—IXI &£ = 771)0]
&= opel 8l 269 O|0IX|E MEYS = M= < Elgéﬁl O_.'_'Q ol ¥ o
2= HENM U= Configuration Configuration Eﬁé HHEL;‘II}'— =S
_ EATER M = MDTS| 7| & — e
2= 23 NA b= DVD = Oz E & IS0 g}%r;al:?;a Al X1|arr‘]ge7r|'ﬂf0§ 6|HIH| Configuration
- om0 2 KA - = [ TEOo
A||—|'E| O“ EHO|- J-Ll'EOH = O o A A O A O &4 C I:HE AIE _”O-I
= M|A| ofo[X|Z A3 olE o7 X2 HIAH O] A0 A 78 E=0S Manager(ZZE2
e e = E 20| o E2}0| 1 ro|ES e Olo| E T7| ],
M E8SY Of = Configuration

ManagerZ 7t &

j7|X|ete & LE2
otg 478 E2tolH
FIEt2 1 &

2g| A Ba|2
D2z Res 4
e Bl BE HB

?Ia 7|1 E

OiS2l#H 0] 23 8
=chFE e

ACIEH o)l +4 24
NSl



X

—t—
==
o
()]
s
@)
9
=
<
2]
1o
0l0
<
fijn
O
(@)
(qV)
&
= nio0
mmH
S
©
- R
ook
1T}

Conf
£

}3] Windows 10 HY

-
o

AHE

Configuration Manager

Xl

Ho

O|=okX| B2 OS |

Configuration Manager
HFO|H 2|2 S50 7



Configuration Manager= AF8910{ Windows 10 HH =
2| 3 BLET

Configuration ManagerE AI235}10{ Windows 10 Hij = & | s &

Hil 27 ot

Configuration Manager0i| 28 AFEl 210 AH[A Configuration Manager= =Xl sl 22 x| &3517| 2[5}
K== A-ESHH SQL Server Reporting Services(SSRS)  ZLO|AEQr MH = B 50| R 21 0t 49
% Power Bl Report Server®| g 211 J7|s= AFES .

S Qe £ 9 2laa Hto] ANAT £ S
Ccmsetup.log

SMSTS.log
AppEnforce.log

Execmgr.log



Zhy

*
.
.
[}
n
[]
Ll
U
K4
*

X Bae0|=

A 2l

Windows 100] Clict H%& A=
DEGOYH, 49, ¥ 2 E20|H E=

H

=

X=X *

ﬂJH"

Mot

A Ol O
T AA O

00

Windows A& =t

MDT EE+= Configuration Managerg &

&0t

r|r



Xl x| EA0| =0 CHer 12 AR

Aol E
32H|E 28 A X|0| M 64H|EZ O| = OfL| 2 o
(04: Windows 7 32H| E 0| A| Windows 10 64H| E &)
oF T 2| WindowsOl| Al 52| CHA H{E S 2 0| & otL| 2 o
(0f: Windows 10, H ™ 21H10| Al T 1909 )
7|E CIHIO| A= XA SIEYO] MY &5 o o
(F= Cla3 37t =3h
7|& U= A HE ) 2 2HE o o
71Z& 0S A0 = CHA H T et o o
=G MXZ BE| FH/0|5 FEotH= 8% OfL| 2 o
HT installwim= AFEotd{= 4% OofL| & Ol
= N|A o|O|X| & Tr=1 FX| 22|35l 0f S5t= BF OfL| 2 o
(E= M, E2to|H S dHo =2 Y| O|ES|OF St= Af 1ISO ItY)



t|= 3: Windows Autopilot= Al

TE=




of| =

T
. "
. .

o

. o
g .
-------

. e
. v

T
. "
. .

A4

Autopilot= 0|82t |4 Hij =

Windows Autopilot2| 27 At

Autopilot& C|H}O|A D &H

C|HIO|A S 5! OOBE A2 A X



Windows Autopilot= 0| &9t Z| M Hj &

M CleFO|A G| = &
Windows 100| A X
C|HFO|A M2 DA

AERF EHO 2 K
QlHIAM O 2
= O

O|OX|, E2tO|H &= =2} |/

Microsoft Endpoint Manager admin center

ﬂ‘ Haome

&4l Dashboard
i= All services
FAVORITES
Devices
Apps

Endpoint security

%) Reports

44 Users

b Groups

A} Tenant administration

2 Troubleshooting + support

4

Home > Devices > Enroll devices > Windows Autopilot deployment profiles

Create profile

Windows PC

o Basics

e Qut-of-box experience (OOBE)

Configure the out-of-box experience for your Autopilot devices

Deployment mode * @ | User-Driven ~ |

Join to Azure AD as * (D) | Azure AD joined ~ |

Microsoft Software License Terms @ ( Show e )

o mportant information about hiding
privacy settings © ( shaw [ viee )
o The default value for diagnostic data collection has changed for devices running Windows 10, version 1903 and later, Learn mare
. 3 ~ - 3
Hide change account optians © ( Shaw [ hie )
\ 4
User account type (@ ': Administrator Standard :3
/ ~
(N R ves )
X J

| Operating system default v |

Allow White Glove OOBE @

Language (Region) @
Automatically configure keyboars @ ( No [ v )

Apply device name template (O
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Cloud attach  Configure upload  Enablement

For \Windows 10 devices that are in a co-management state, you can have Microsoft A
Intune start managing different workloads. Choose Filot Intune to have Intune manage

the workloads for only clients in the Pilot group (specified later in this wizard). f you are

not ready to move workloads to Intune, select Configuration Manager.

Staging

Learn more

Corfiguration Manager Pilot Intune Intune

Compliance policies:

XAl Z@| 29| OF0| 180l 7tAS P |
NEEH F2|= Z[4 2t2|e] ol H

=2-Z 40/ A Configuration Manager 5! ; | |
Intune2 A28 22| E| = C|HIO|A I | ﬁ

D_

D,_

Endpoint Protection:

D_

Resource access policies:

D_
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SE A Ol
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Edl Dashboard
= All services
* FAVORITES
[ Devices
&2 Apps
@ Endpoint security
G Reports
& users
& Groups
% Tenant administration

X Troubleshooting + suppert

[z
@ overview
Manage

Properties
Mornitor
B Hardware
=™ Discovered apps
B Device compliance

B Device configuration

App configuration

® Etndpaint security configuration

@ Recovery keys
# Resource explorer (preview)

Client details (pr

B Timeline (previ

" Collections

CMPivot (previ

B Scripts (preview)

iagnestics (preview)

B Filter evaluation (preview)

X retire D wipe [ Delete 2 gyne

A Essentials

i EPZ513080

mer_Windows_5/14,

i Corporate

: 7740-5614-4714-2802-4350-7670-23

Device actions status
Action Status
No data

Co-management

This Win

Configur
Unknown

on Manager agent state

Details

Details about the client’s state are only reported for Configuration Manager ve

Last Configuration Manager agent check in ime
5/25/2021, 6:39:58 AM

Intune managed workloads

Client Apps: Resource Access Profiles; Device Configuration; Compliance Polic)

ws PC is being co-managed between Intune and Configuration Ma
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Your IT department wants you to protect your
important folders

OneDrive - Microsoft

velected folders will sync in Onelirive. New and existing files wil be added tc
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Add » Remove (B (¥

=) Install Operating System
&) Restan in Windows PE
¢} Pattica Dk 0- E10S
& Parttion Disk 0 - UEF)
& Aoply Operatng System
& Soply Windows Settings
4 Autopliot for existing device
o
0 Aoply Network Setngs
F Aoply Device Drivers
=} Setup Operating System
& Setup Windows and Corfiguratior
< 4 Prepare Device for Autopdol
0 Prepare CorfigMgr Chent for €
) Propare Windows for Capture

Axitop{lot for exustmg dedoes Task Sequence Editor

] | Propeties | Options |
Type Run Command Line
Name Acoly Autopiot for exsting devices corfig fie
Description
Command ine:

emd exo /¢ xoopy AtopictCorfigurtione json WOSD Target SystemDeve W \windows

orovisionng \Autoplat\ /e

[_] Daable 640t file system redrecton
Stat in

' Package

ipsmoce. Autopiot for eoting devices corfig
[] Tmeout mintes):

Run this step as the following accourt

Account

ok [ o ]|
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https://docs.microsoft.com/mem/autopilot/windows-autopilot
https://aka.ms/community/windows
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/bg-p/Windows10Blog
https://docs.microsoft.com/windows/
https://docs.microsoft.com/learn/browse/?products=windows&resource_type=learning%20path
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Microsoft Azure Q_ Search resources, services, and docs (G+/)

» Home > Microsoft Intune > Device configuration - Profiles > Create profile » Device Firmware Configuration Interface (preview)
+ Create profile X Device Firmware Configuration Interface (preview) O X
Windows 10 and later
*Name . . . .
The Device Firmware Configuration Interface (DFCI) allows Intune to remotel
[k 9 Y
| prcl ‘/‘ manage Unified Extensible Firmware Interface (UEFI) settings. Learn mare.
Description Managing these settings requires the following:
Enter a description.. v ¢ The device manufacturer supports DFCL.
» The device has been enrolled to Intune using Windows Autopilot.
* The device rebooted after the policy is assigned.
Platform * @
| Windows 10 and later v ‘
. Profile type * Security Features ©
ﬁ | Device Firmware Configuration Interface (... ~ ‘ Allow local user to change UEFI settings CD ‘ Only not configured settin... \ |
< Settings 5 CPU and IO virtualization © ‘ Mot configured v |
Configure
o 9
@ Scope (Tags) 5 Built-in Hardware ©
0 scope(s) selected
e Applicability Rules N DFCI can only manage hardware components built into the device. These settings
0 Rule(s) Configured cannot manage attached peripherals (e.g. USB webcams). ©
> Cameras ‘ Not configured ~ |
Microphones and speakers © ‘ Not configured s |
L)
0 Radios (Bluetooth, Wi-Fi, NFC, etc.) © ‘ Not configured v |
C
2 Boot Options ©
@ Boct from external media (USB, SD)@ Not configured ~
Rant fram netwarl adantare (T [T —— we h

Create




Let's start with region. Is this right?

Turks and Caicos Islands

Tuvalu

U.S. Minor Outlying Islands

U.S. Virgin Islands

Uganda

Ukraine

United Arab Emirates

United Kingdom

United States




Microsoft Azure Q_ Search resources, services, and docs (G+/)

» Home > Microsoft Intune > Device configuration - Profiles
+ Device configuration - Profiles X
‘O\ Search (Ctrl+/) ‘ « + Create profile == Columns 5 Filter () Refresh 4 Export
17 T —
— O Overview | Qearch b§ name
Profile Name Platform Profile Type Assigned Last Modified
| Manage
i0S device restriction to block Game Center i0S/iPadOs Device restrictions Yes 5/18/19, 10:00 AM oee
Profiles
Win10-DeviceConfig-Restrictions Windows 10 and later Device restrictions Yes 5/18/19, 10:00 AM fee

B PowersShell scripts

(%]
a,

eSIM cellular profiles (preview)

~
-

Monitor

£~ | Assignment status

H Audit logs

H Devices with restricted apps

E- | Encryption report

I € f & &

Setup

~
v

&= Certificate connectors
B8 Telecom expense management

% Derived Credentials

Help and support

& Help and support

PP adloe
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Surface Enterprise
Management Mode
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8 Surface UEFI
PC information

Security

Devices

Boot configuration

About

Exit

Devices

Choose which devices and ports are enabled on this Surface.

Docking USB port
Front Camera
Rear Camera

IR Camera
On-Board Audio
Wi-Fi & Bluetooth

Bluetooth

QOn
mOn
QOn
@D on
@D on
@D on
@D on
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DFCI 2{0| B | =

+ Create a resource
A Home
[E pashboard
<= All services
FAVORITES
0 All resources
() Resource groups

& App Services

o

2 Function App

SQL databases

& Azure Cosmos DB

Q Virtual machines

@ Load balancers

E Storage accounts

€ Virtual networks

&> Azure Active Directory
= Monitor

@ Advisor

U Security Center

G Cost Management + Billing

ﬁ Help + support

5 Intune

Home > Microsoft Intune > Device configuration - Profiles > Create profile > Device Firmware Configuration Interface

Create profile

* Name

[ uer configuration

Description
Enter a description. \/‘
* Platform
| Windows 10 and later v ‘
* Profile type
| Device Firmware Configuration Interface v |
Settings
>
Configure
Scope (Tags) >
0 scope(s) selected
Applicability Rules 5

0 Rule(s) Configured

X

Device Firmware Configuration Interface [m]

Windaws 10 and later

The Device Firmware Configuration Interface (DFCI) allows Intune to remotely manage
Unified Extensible Firmware Interface (UEFI) settings. Learn more.

Managing these settings requires the following:
* The device manufacturer supports DFCI.
® The device has been enrolled to Intune using Windows Autopilot.
* The device rebooted after the policy is assigned.
o

Security Features @

Allow local user to change UEFI settings @ Only not configured settings v J

[ Not configured :

CPU and 10 virtualization @

Built-in Hardware @

DFCI can only manage hardware components built into the device. These settings
cannot manage attached peripherals (e.g. USB webcams). @

Cameras @ Not configured NE ]

[ Not configured v
[ Not configured v

Microphones and speakers @

Radios (Bluetooth, Wi-Fi, NFC, etc.) @

Boot Options @

Boot from external media (USB, SD) @

Not configured v
[ Not configured v

Boot from network adapters @

Microsoft Azu P Search resources, services, arf

X




Microsoft Azure Q_ Search resources, services, and docs (G+/)

» Home > Microsoft Intune > Device configuration - Profiles
+ Device configuration - Profiles X
|O\ Search (Ctri+/) | « + Create profile == Columns Y Filter () Refresh - Export
= R T EEEEE——
— @ Overview | Qearch bf name
Profile Name Platform Profile Type Assigned Last Modified
| Manage
i0OS device restriction to block Game Center i0S/iPadOS Device restrictions Yes 5/18/19, 10:00 AM e
Profiles
Win10-DeviceConfig-Restrictions Windows 10 and later Device restrictions Yes 5/18/19, 10:00 AM .
(4

B pPowerShell scripts

@

e

eSIM cellular profiles (preview)

~
v

Monitor

& Assignment status

ﬂ Audit logs

& Devices with restricted apps

& Encryption report

1 © 8@ & &

Setup

™
v

&=l Certificate connectors
B3 Telecom expense management

% Derived Credentials

Help and support

& Help and support

P abdoe
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Microsoft Defender ATP
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Surface Tools for Business
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https://aka.ms/SurfaceTools
https://aka.ms/SurfaceToolsDocs
https://aka.ms/SurfaceToolsVideo
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